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ASSERTION OF CYBERARK SOFTWARE LTD. MANAGEMENT 

 
January 5, 2024 
 
We are responsible for designing, implementing, operating, and maintaining effective controls within 
CyberArk Software Ltd.’s (‘CyberArk’ or ‘the Company’) Secure Web Sessions Services System throughout 
the period January 1, 2023 to December 31, 2023, to provide reasonable assurance that CyberArk’s service 
commitments and system requirements were achieved based on the trust services criteria relevant to 
Security, Availability, and Confidentiality (applicable trust services criteria) set forth in TSP section 100, 
2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy in 
AICPA, Trust Services Criteria. Our description of the boundaries of the system is presented below in 
“CyberArk Software Ltd.’s Description of Its Secure Web Sessions Services System throughout the period 
January 1, 2023 to December 31, 2023” and identifies the aspects of the system covered by our assertion. 
 
We have performed an evaluation of the effectiveness of the controls within the system throughout the 
period January 1, 2023 to December 31, 2023, to provide reasonable assurance that CyberArk’s service 
commitments and system requirements were achieved based on the trust services criteria. CyberArk’s 
objectives for the system in applying the applicable trust services criteria are embodied in its service 
commitments and system requirements relevant to the applicable trust services criteria. The principal 
service commitments and system requirements related to the applicable trust services criteria are presented 
in “CyberArk Software Ltd.’s Description of Its Secure Web Sessions Services System throughout the 
period January 1, 2023 to December 31, 2023”.  
 
CyberArk uses Amazon Web Services (‘AWS’ or ‘subservice organization’) to provide cloud hosting 
services. The description indicates that complementary subservice organization controls that are suitably 
designed and operating effectively are necessary, along with controls at CyberArk, to achieve CyberArk’s 
service commitments and system requirements based on the applicable trust services criteria. The 
description presents CyberArk’s controls, the applicable trust services criteria, and the types of 
complementary subservice organization controls assumed in the design of CyberArk’s controls. The 
description does not disclose the actual controls at the subservice organization. 
 
The description indicates that complementary user entity controls that are suitably designed and operating 
effectively are necessary to achieve CyberArk’s service commitments and system requirements based on 
the applicable trust services criteria. The description presents the applicable trust services criteria and the 
complementary user entity controls assumed in the design of CyberArk’s controls. 
 
There are inherent limitations in any system of internal control, including the possibility of human error and 
the circumvention of controls. Because of these inherent limitations, a service organization may achieve 
reasonable, but not absolute, assurance that its service commitments and system requirements are 
achieved. 
 
We assert that the controls within the system were effective throughout the period January 1, 2023 to 
December 31, 2023 to provide reasonable assurance that CyberArk’s service commitments and system 
requirements were achieved based on the applicable trust services criteria, if complementary subservice 
organization controls and complementary user entity controls assumed in the design of CyberArk’s controls 
operated effectively throughout that period.  
 
 
 
 
Dror Hevlin 
Chief Information Security Officer 
CyberArk Software Ltd. 
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INDEPENDENT SERVICE AUDITOR’S REPORT 
 
To: CyberArk Software Ltd. 
 
Scope 
 
We have examined CyberArk’s accompanying assertion titled “Assertion of CyberArk Software Ltd. 
Management” (assertion) that the controls within CyberArk’s Secure Web Sessions Services System were 
effective throughout the period January 1, 2023 to December 31, 2023, to provide reasonable assurance 
that CyberArk’s service commitments and system requirements were achieved based on the trust services 
criteria relevant to Security, Availability, and Confidentiality (applicable trust services criteria) set forth in 
TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, 
and Privacy in AICPA Trust Services Criteria. 
 
CyberArk uses AWS to provide cloud hosting services. The description indicates that complementary 
subservice organization controls that are suitably designed and operating effectively are necessary, along 
with controls at CyberArk, to achieve CyberArk’s service commitments and system requirements based on 
the applicable trust services criteria. The description presents CyberArk’s controls, the applicable trust 
services criteria, and the types of complementary subservice organization controls assumed in the design 
of CyberArk’s controls. The description does not disclose the actual controls at the subservice organization. 
Our examination did not include the services provided by the subservice organization, and we have not 
evaluated the suitability of the design or operating effectiveness of such complementary subservice 
organization controls. 
 
The description indicates that complementary user entity controls that are suitably designed and operating 
effectively are necessary, along with controls at CyberArk, to achieve CyberArk’s service commitments and 
system requirements based on the applicable trust services criteria. The description presents CyberArk’s 
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the 
design of CyberArk’s controls. Our examination did not include such complementary user entity controls 
and we have not evaluated the suitability of the design or operating effectiveness of such controls. 
 
Service Organization’s Responsibilities  
  
CyberArk is responsible for its service commitments and system requirements and for designing, 
implementing, and operating effective controls within the system to provide reasonable assurance that 
CyberArk’s service commitments and system requirements were achieved. CyberArk has also provided the 
accompanying assertion (CyberArk assertion) about the effectiveness of controls within the system. When 
preparing its assertion, CyberArk is responsible for selecting, and identifying in its assertion, the applicable 
trust services criteria and for having a reasonable basis for its assertion by performing an assessment of 
the effectiveness of the controls within the system.  
 
Service Auditor’s Responsibilities  
 
Our responsibility is to express an opinion, based on our examination, on management’s assertion that 
controls within the system were effective throughout the period to provide reasonable assurance that the 
service organization’s service commitments and system requirements were achieved based on the 
applicable trust services criteria. Our examination was conducted in accordance with attestation standards 
established by the AICPA. Those standards require that we plan and perform our examination to obtain 
reasonable assurance about whether management’s assertion is fairly stated, in all material respects. We 
believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our 
opinion.  
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Our examination included: 

• Obtaining an understanding of the system and the service organization’s service commitments and 
system requirements 

• Assessing the risks that the description is not presented in accordance with the description criteria 
and that controls were not suitably designed or did not operate effectively 

• Performing procedures to obtain evidence about whether controls stated in the description were 
suitably designed to provide reasonable assurance that the service organization achieved its 
service commitments and system requirements based on the applicable trust services criteria 

 
Our examination also included performing such other procedures as we considered necessary in the 
circumstances. 
 
Independence and Ethical Responsibilities 
 
We are required to be independent and to meet our other ethical responsibilities in accordance with relevant 
ethical requirements relating to the examination engagement. 
 
Inherent Limitations 
 
There are inherent limitations in the effectiveness of any system of internal control, including the possibility 
of human error and the circumvention of controls. 
 
Because of their nature, controls may not always operate effectively to provide reasonable assurance that 
the service organization’s service commitments and system requirements are achieved based on the 
applicable trust services criteria. Also, the projection to the future of any conclusions about the suitability of 
the design and operating effectiveness of controls is subject to the risk that controls may become 
inadequate because of changes in conditions or that the degree of compliance with the policies or 
procedures may deteriorate. 
 
Opinion 
 
In our opinion, management’s assertion that the controls within CyberArk’s Secure Web Sessions Services 
System were suitably designed and operating effectively throughout the period January 1, 2023 to 
December 31, 2023, to provide reasonable assurance that CyberArk’s service commitments and system 
requirements were achieved based on the applicable trust services criteria is fairly stated, in all material 
respects, if complementary subservice organization controls and complementary user entity controls 
assumed in the design of CyberArk’s controls operated effectively throughout that period. 
 
The SOC logo for Service Organizations on CyberArk’s website constitutes a symbolic representation of 
the contents of this report and is not intended, nor should it be construed, to provide any additional 
assurance. 
 
Restricted Use  
 
This report, is intended solely for the information and use of CyberArk, user entities of CyberArk’s Secure 
Web Sessions Services during some or all of the period January 1, 2023 to December 31, 2023, business 
partners of CyberArk subject to risks arising from interactions with the Secure Web Sessions Services, and 
those who have sufficient knowledge and understanding of the complementary subservice organization 
controls and complementary user entity controls and how those controls interact with the controls at the 
service organization to achieve the service organization’s service commitments and system requirements. 
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This report is not intended to be, and should not be, used by anyone other than these specified parties. 
 
 
 
 
Tampa, Florida 
January 5, 2024 



Proprietary and Confidential 

 

 
7 

 
 
 
 
 
 
 
 
 
 
 
 

SECTION 3 
 

CYBERARK SOFTWARE LTD.’S DESCRIPTION OF ITS SECURE WEB SESSIONS 
SERVICES SYSTEM THROUGHOUT THE PERIOD JANUARY 1, 2023 TO 

DECEMBER 31, 2023  



Proprietary and Confidential 

 

 
8 

OVERVIEW OF OPERATIONS 
 
Company Background 
 
CyberArk is the global leader in Identity Security. Centered on privileged access management, CyberArk 
provides the most comprehensive security offering for any identity - human or machine - across business 
applications, distributed workforces, hybrid cloud workloads and throughout the DevOps lifecycle. The 
world’s leading organizations trust CyberArk to help secure their most critical assets. 
 
Description of Services Provided 
 
CyberArk Identity Secure Web Sessions is a SaaS service that records, audits and protects end-user 
activity within designated web applications. The solution uses a browser extension on an end-user’s 
endpoint to monitor and segregate web apps that are accessed through CyberArk Identity Single Sign-On 
(SSO) or via integrations with third-party SSO solutions that are deemed sensitive by business application 
owners, enterprise IT and security administrators. Security and compliance professionals can use Secure 
Web Sessions to efficiently identify anomalous activity, investigate issues and support audits. 
 
Record Every Step 
 
Secure Web Sessions captures all end-user actions using a “stepper” approach. Specific actions, like 
mouse-clicks and “enter” or “tab” keystrokes, trigger a screenshot of the end-users’ browser along with 
relevant metadata without impairing the end-user experience. This monitoring is performed via the browser 
extension and functions in a way that is agnostic to the application itself allowing it to work with any target 
web-application accessed via, without requiring additional application specific-tuning (and maintenance). 
Each screenshot is saved and viewed in an end-to-end encrypted manner, where CyberArk never has 
access to the private key required to decrypt them at any time. 
 
Audit User Activity 
 
Search recorded sessions using free text input and filter security events by dates and actions for step-by-
step breakdown of user activity. The session audit trails provide context, for actions taken before, during, 
and after an event, whether for remediation or compliance purposes. 
 
Continuously Authenticate 
 
The solution protects applications against unauthorized access by intelligently detecting open sessions and 
requiring user re-authentication if behavioral anomalies are found. For example, Secure Web Sessions can 
determine if an end-user has walked away and left a sensitive web-session open. The solution will then 
lock the application until an MFA challenge has been confirmed or an administrator unlock has been 
provided. The solution supports biometric and QR code authentication factors user challenges and 
identification. 
 
Protect Sessions 
 
Secure Web Sessions is able to add browser-level hardening like download prevention or blocking clipboard 
access to help ensure corporate data accessed via Identity SSO is kept safe. Additionally, integration with 
other CyberArk solutions can be leveraged such as optional integration and enforcement of CyberArk 
Endpoint Privilege Manager. This joint integration can be implemented as an additional ‘check’ before a 
user is allowed to access specific applications, further protecting against ransomware and other threats by 
blocking untrusted scripts and applications. 
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Automate Controls 
 
The latest Security layer offered - Session Control - allows customers to create automatic rules based on 
specific user actions within their sensitive applications. Changes to security policies and settings, lists of 
allowed and blocked entries, and any other user action taken within an application can be used as the basis 
for the rule. The result when it fires can then be sending notifications via third-party systems, flagging the 
audited action as suspicious, and even outright blocking specific entries or clicks.  
 
Principal Service Commitments and System Requirements 
 
CyberArk designs its processes and procedures related to CyberArk Secure Web Sessions SaaS Services 
System to meet its objectives for its CyberArk Secure Web Sessions SaaS Services System. Those 
objectives are based on the service commitments that CyberArk makes to user entities, the laws and 
regulations that govern the provision of the CyberArk Secure Web Sessions SaaS Services System, and 
the financial, operational, and compliance requirements that CyberArk has established for the service. The 
CyberArk Secure Web Sessions SaaS solution is subject to the security and privacy requirements of the 
relevant privacy and security laws and regulations in the jurisdictions in which CyberArk operates. 
 
Security commitments to user entities are documented and communicated in Service Level Agreements 
(SLAs) and other customer agreements, as well as in the description of the service offering provided online. 
Security commitments are standardized and include, but are not limited to, the following: 

• Security concepts within the fundamental designs of the CyberArk Secure Web Sessions SaaS 
solution that is designed to permit system users to access the information they need with the 
controls provided by the solution to protect the sensitive session in the company web application. 

• Use of encryption technologies to protect customer data both at rest and in transit. 
 
CyberArk establishes operational requirements that support the achievement of security commitments, 
relevant laws and regulations, and other system requirements. Such requirements are communicated in 
CyberArk’s system policies and procedures, system design documentation, and contracts with customers. 
Information security policies define an organization-wide approach to how systems and data are protected. 
These include policies around how the service is designed and developed, how the system is operated, 
how the internal business systems and networks are managed and how employees are hired and trained. 
In addition to these policies, standard operating procedures have been documented on how to carry out 
specific manual and automated processes required in the operation and development of the CyberArk 
Secure Web Sessions SaaS solution. 
 
Components of the System 
 
Infrastructure 
 
Primary infrastructure used to provide CyberArk’s Secure Web Sessions Services System includes the 
following: 
 

Primary Infrastructure  

Hardware Type Purpose 

Web Server Linux NGINX The frontend servers that provide access into 
Secure Web Sessions and the connection to 
Secure Web Sessions tenants  

RDS Aurora Database of Secure Web Sessions which 
includes all the application data 
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Primary Infrastructure  

Hardware Type Purpose 

Infrastructure Servers Web server, SQL 
servers, EKS cluster, 
and servers for 
monitoring and internal 
management 

Secure Web Sessions runs on an EKS cluster 
supported by database servers. In addition, we 
have additional servers which are used for the 
operations of the service. The operations servers 
include, a configuration management server, 
jump servers, and monitoring servers 

Storage Service Elastic block store  High-performance block storage service on which 
Secure Web Sessions data is stored and 
encrypted at rest 

Customer recordings and data from sessions 
audited by Secure Web Sessions are stored 
separately from all other application data 

Firewalls Host-based firewall 

Hardware firewall 

Harden the access into CyberArk Secure Web 
Sessions SaaS services and to prevent lateral 
movement from one server to another 

 
Software 
 
Primary software used to provide CyberArk’s Secure Web Sessions Services System includes the following: 
 

Primary Software  

Software Operating System Purpose 

Office 365 Office 365 Cloud 
Services 

Business and Client services for Voice, E-mail, 
Documents and Team Communication 

MySQL Workbench Windows Server 2016 Managing Database 

Redis Client Windows Server 2016 Managing Redis Cluster 

WinZip Windows Server 2016 For file zipping 

CyberArk Endpoint 
Privilege Manager 
Agent 

Windows Server 2016 Endpoint protection using CyberArk Endpoint 
Privilege Manager 

AuditBeat Windows Server 2016, 
Linux 

File integrity monitoring agent 

CyberArk Application 
Identity Manager 

Windows Server 2016 Application identity manager 

Istio Linux Used to encrypt traffic between EKS worker 
nodes 

Eksctl Linux Manage EKS Cluster 

 
People 
 
CyberArk staff provides support for the above services in each of the following functional areas:  

• Executive management - provides general oversight and strategic planning of operations. 

• Development team - responsible for delivering a responsive system that fully complies with the 
functional specification. 
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• Quality assurance team - verifies that the system complies with the functional specification through 
functional testing procedures. 

• System administrators - responsible for effective provisioning, installation/configuration, operation, 
and maintenance of systems hardware and software relevant to the system. 

• Customer support - serves customers by providing product and service information that includes 
resolving product and service issues. 

 
Data 
 
Customer data is managed, processed, and stored in accordance with the relevant data protection and 
other regulations, with specific requirements formally established in customer contracts. Customer data is 
captured which is utilized by CyberArk in delivering its CyberArk Secure Web Sessions SaaS solution. Such 
data includes, but is not limited to, the following:  

• Alert notifications and monitoring reports generated from the commercial monitoring applications. 

• Alert notifications received from automated backup systems. 

• Vulnerability or security alerts received from various sources including security subscriptions, 
scanning tools, IDS alerts, or automated patching systems. 

 
Processes, Policies and Procedures 
 
Formal Information Technology (IT) policies and procedures exist that describe physical security, logical 
access, computer operations, change control, and data communication standards. Teams are expected to 
adhere to CyberArk's policies and procedures that define how services should be delivered. These are 
located on the Company’s intranet and can be accessed by any CyberArk team member. 
 
Physical Security 
 
Employees are provided with card access and granted access to CyberArk Offices as defined by their roles. 
The access card/ID system is used to control access in order to enter an office. Certain areas are more 
sensitive than others and require extra security. Visitors in CyberArk Offices must be escorted and follow 
the company guidelines beyond the entrance point. Visitors must present a clearly visible visitor badge. 
Upon an employee’s termination of employment, the access is disabled from the facility. The Chief 
Information Security Officer (CISO) is responsible for assessing and providing physical security solutions 
to CyberArk Offices globally. 
 
CyberArk Secure Web Sessions solution runs on AWS data centers which are Service Organization Control 
(SOC) 2 Type II certified, with fully redundant power backup systems, fire suppression systems and security 
guards. Data centers are hardened against physical intrusion, and server room access is limited to certified 
employees. 
 
Logical Access 
 
CyberArk uses role-based security architecture and requires users of the system to be identified and 
authenticated prior to the use of any system resources. The procedures include the life cycle of user access 
from the initial registration to the de-registration of users who no longer need access. Resources are 
protected using native system security and add-on software products that identify and authenticate users 
and validate access requests against the users’ authorized roles in access control lists. Segregation of duty 
is in place between the group that approves the access and the group that provides the access. 
 
Asset management procedures are in place to define the process of receiving, tagging, documenting and 
disposing of the equipment. An information security steering committee consisting of the Chief Executive 
Officer (CEO), General Manager (GM), Chief Information Officer (CIO) and CISO holds regular meetings 
to review the information security projects and other necessary management activities. 
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Computer Operations - Backups 
 
Customer data is backed up and monitored by operations personnel for completion. Business-related data 
is protected by regular backups performed per schedule. In the event of an exception, operations personnel 
perform troubleshooting to identify the root cause and then re-run the backup job immediately. The IT 
department practices procedures to store information to prevent unauthorized use. Regular restores are 
performed on certain defined files. 
 
Computer Operations - Availability 
 
Incident response policies and procedures are in place to guide personnel in reporting and responding to 
information technology incidents. Procedures exist to identify, report, and act upon system security 
breaches and other incidents. Incident response procedures are in place to identify and respond to incidents 
on the network.  
 
CyberArk monitors the capacity utilization of physical and computing infrastructure both internally and for 
customers to ensure that service delivery matches service level agreements.  
 
CyberArk evaluates the need for additional infrastructure capacity in response to the growth of existing 
customers and/or the addition of new customers. Infrastructure capacity monitoring includes, but is not 
limited to, the following infrastructure:  

• Data center space, power and cooling  

• Disk storage  

• Network bandwidth 
 
CyberArk has implemented a patch management process to ensure contracted customers and 
infrastructure systems are patched in accordance with vendor-recommended operating system patches. 
CyberArk’s business continuity plan and disaster recovery plans are designed to provide solutions in case 
of disasters and unexpected interruptions. 
 
Change Control 
 
CyberArk maintains documented change management policies and procedures to guide personnel in 
documenting and implementing application and infrastructure changes. A ticketing system is utilized to 
document the change control procedures for changes in the application and implementation of new 
changes. Quality assurance testing results are maintained for the changes. Development and testing are 
performed in an environment that is logically separated from the production environment. Version control 
software is utilized to maintain source code versions and migrate source code through the development 
process to the production environment. The version control software maintains a history of code changes 
to support rollback capabilities and tracks changes to developers. 
 
Data Communications 
 
Firewall systems are in place to filter unauthorized inbound network traffic from the Internet and deny any 
type of network connection that is not explicitly authorized. Network address translation (NAT) functionality 
is utilized to manage internal Internet Protocol (IP) addresses. Administrative access to the firewall is 
restricted to authorized employees. 
 
Redundancy is built into the system infrastructure supporting the data center services to help ensure that 
there is no single point of failure including firewalls, routers, and servers. In the event that a primary system 
fails, the redundant hardware is configured to take its place. Penetration testing is conducted to measure 
the security posture of a target system or environment. Vulnerability scanning is performed as a part of the 
penetration testing. Authorized employees may access the system from the Internet through the use of 
Virtual Private Network (VPN) technology. Employees are authenticated through the use of a token-based 
two-factor authentication system. 
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Boundaries of the System 
 
The scope of this report includes CyberArk’s Secure Web Sessions Services System performed at the 
Newton, Massachusetts (United States headquarters), Tel Aviv, Israel (corporate headquarters) and 
various other locations by personnel working remotely. 
 
This report does not include the cloud hosting services provided by AWS. 
 
Changes to the System in the Last 12 Months 
 
No significant changes have occurred to the services provided to user entities in the 12 months preceding 
the end of the review period. 
 
Incidents in the Last 12 Months 
 
No significant incidents have occurred to the services provided to user entities in the 12 months preceding 
the end of the review period. 
 
Criteria Not Applicable to the System 
 
All Common / Security, Availability, and Confidentiality criteria were applicable to CyberArk’s Secure Web 
Sessions Services System. 
 
Subservice Organizations 
 
This report does not include the cloud hosting services provided by AWS at various facilities. 
 
Subservice Description of Services 
 
CyberArk leverages a variety of AWS offerings for hosting CyberArk platform infrastructure. AWS allows 
for a secure, scalable and redundant utilization of cloud computing, storage and network resources. The 
listing of utilized AWS services is detailed under the “Components of the System: Infrastructure” section of 
this document.  
 
Complementary Subservice Organization Controls 
 
CyberArk’s services are designed with the assumption that certain controls will be implemented by the 
subservice organization. Such controls are called complementary subservice organization controls. It is not 
feasible for all of the control objectives related to CyberArk’s services to be solely achieved by CyberArk 
control procedures. Accordingly, the subservice organization, in conjunction with the services, should 
establish their own internal controls or procedures to complement those of CyberArk. 
 
The following subservice organization controls should be implemented by AWS to provide additional 
assurance that the control objectives described within this report are met: 
 

Subservice Organization - Amazon Web Services 

Category Criteria Control 

Common Criteria / 
Security 

CC6.4 Physical access to data centers is approved by an authorized 
individual. 

Physical access is revoked within 24 hours of the employee or 
vendor record being deactivated. 

Physical access to data centers is reviewed on a quarterly basis 
by appropriate personnel. 
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Subservice Organization - Amazon Web Services 

Category Criteria Control 

Physical access points to server locations are recorded by 
closed circuit television camera (CCTV). Images are retained 
for 90 days, unless limited by legal or contractual obligations. 

Physical access points to server locations are managed by 
electronic access control devices. 

Electronic intrusion detection systems are installed within data 
server locations to monitor, detect, and automatically alert 
appropriate personnel of security incidents. 

Common Criteria / 
Security, Confidentiality 

CC6.5, 
C1.2 

All AWS production media is securely decommissioned and 
physically destroyed prior to leaving AWS Secure Zones. 

AWS provides customers with the ability to delete their content. 
Once successfully removed the data is rendered unreadable. 

AWS retains customer content per customer agreements. 

Common Criteria / 
Availability 

A1.2 Amazon-owned data centers are protected by fire detection and 
suppression systems. 

Amazon-owned data centers are air conditioned to maintain 
appropriate atmospheric conditions. Personnel and systems 
monitor and control air temperature and humidity at appropriate 
levels. 

Uninterruptible Power Supply (UPS) units provide backup 
power in the event of an electrical failure in Amazon-owned 
data centers. 

Amazon-owned data centers have generators to provide 
backup power in case of electrical failure. 

Contracts are in place with third-party colocation service 
providers which include provisions to provide fire suppression 
systems, air conditioning to maintain appropriate atmospheric 
conditions, UPS units, and redundant power supplies. 

AWS performs periodic reviews of colocation service providers 
to validate adherence with AWS security and operational 
standards. 

S3-Specific - When disk corruption or device failure is detected, 
the system automatically attempts to restore normal levels of 
object storage redundancy. 

S3-Specific - Objects are stored redundantly across multiple 
fault-isolated facilities. 

S3-Specific - The design of systems is sufficiently redundant to 
sustain the loss of a data center facility without interruption to 
the service. 

RDS-Specific - If enabled by the customer, RDS backs up 
customer databases, stores backups for user-defined retention 
periods, and supports point-in-time recovery. 
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Subservice Organization - Amazon Web Services 

Category Criteria Control 

Monitoring and alarming are configured by Service Owners to 
identify and notify operational and management personnel of 
incidents when early warning thresholds are crossed on key 
operational metrics. 

Incidents are logged within a ticketing system, assigned 
severity rating and tracked to resolution. 

Critical AWS system components are replicated across multiple 
Availability Zones and backups are maintained. 

Backups of critical AWS system components are monitored for 
successful replication across multiple Availability Zones. 

 
CyberArk management, along with the subservice organization, define the scope and responsibility of the 
controls necessary to meet all the relevant trust services criteria through written contracts, such as service 
level agreements. In addition, CyberArk performs monitoring of the subservice organization controls, 
including the following procedures: 

• Reviewing attestation reports over services provided by vendors and the subservice organization. 

• Monitoring external communications, relevant to the services by the subservice organization. 
 
COMPLEMENTARY USER ENTITY CONTROLS 
 
CyberArk’s services are designed with the assumption that certain controls will be implemented by user 
entities. Such controls are called complementary user entity controls. It is not feasible for all of the Trust 
Services Criteria related to CyberArk’s services to be solely achieved by CyberArk control procedures. 
Accordingly, user entities, in conjunction with the services, should establish their own internal controls or 
procedures to complement those of CyberArk.  
 
The following complementary user entity controls should be implemented by user entities to provide 
additional assurance that the Trust Services Criteria described within this report are met. As these items 
represent only a part of the control considerations that might be pertinent at the user entities’ locations, 
user entities’ auditors should exercise judgment in selecting and reviewing these complementary user entity 
controls. 
 

1. User entities are responsible for understanding and complying with their contractual obligations to 
CyberArk. 

2. User entities are responsible for notifying CyberArk of changes made to technical or administrative 
contact information. 

3. User entities are responsible for maintaining their own systems of record. 

4. User entities are responsible for ensuring the supervision, management, and control of the use of 
CyberArk services by their personnel. 

5. User entities are responsible for providing CyberArk with a list of approvers for security and system 
configuration changes for data transmission. 

6. User entities are responsible for immediately notifying CyberArk of any actual or suspected 
information security breaches, including compromised user accounts, including those used for 
integrations and secure file transfers. 

7. User entities are responsible for developing their own disaster recovery and business continuity 
plans that address the inability to access or utilize CyberArk services. 
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8. User entities are responsible for user access administration in the CyberArk SaaS product, 
including reviewing access for their personnel as needed. 

9. User entities are responsible for exporting any customer data from the SaaS product to which they 
desire continued access to within 60 days of termination or expiration of the customer's subscription 
term. 

 


