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What is Identity Security and Why Is It Important?
We see it in the news every day – cyber attackers causing malicious harm to organizations by stealing private information, altering data, deleting or downloading databases, and even creating new and unauthorized admin accounts.
Privileged accounts pose a serious security problem, and when you have high levels of privileged access you become a prime target for attack:
80% of breaches within hacking involve brute force or the use of lost or stolen credentials (Verizon)
Stolen credentials are the most prevalent method of attack across all successful breaches
Our ability to protect privileged accounts from compromise can be the difference between a minor network intrusion and a devastating breach

Identity Security focuses on securing individual identities throughout the cycle of accessing critical assets.  This means authenticating that identity accurately, authorizing that identity with the proper permissions, and providing access for that identity to privileged assets in a structured manner -- all in a way that can be audited (or accounted for) to ensure the entire process is sound.

Identity Security controls help reduce our potential attack surface and minimize the impact of a breach. An Identity Security program will help balance the need for better security with making end-users’ access more productive. It can also help us to automatically respond to audit and compliance mandates, giving valuable time back to our operations teams.
As part of our cybersecurity efforts, we will be adopting CyberArk's leading Identity Security Platform - built on the pillars of management for Access, Privilege, and DevSecOps to deliver authentication, authorization, access, and audit in an integrated, seamless manner.
What’s Your Role in Our Identity Security Program?
Creating a secure and resilient environment is a cross-functional effort, and your active participation is instrumental to protecting our most critical users and assets.
You are an obvious target for attack – and an essential part of our successful program – if you have access to:
[bookmark: _Hlk64884046][Insert a list of the type of accounts, access, or users you will be securing with your program. Some examples below]

Default accounts
Break glass accounts
Root accounts
Domain Admin
Privileged insider users
Service accounts
IaaS/PaaS Console access 
[bookmark: _GoBack]Access to financial systems or intellectual property  
In the upcoming weeks we will begin rolling out our Identity Security program, which includes a solution that will help manage, rotate credentials, and adopt multi-factor authentication for your accounts. Depending on the types of access you have, you will have new workflows/processes to connect to your accounts.
Some key dates to keep in mind:
[Insert DATE 1 – ACTIVITY/IMPACT TO END USERS]
[Insert DATE 1 – ACTIVITY/IMPACT TO END USERS]
[Insert DATE 1 – ACTIVITY/IMPACT TO END USERS]
Learn More About Our Identity Security Program
Visit these resources to learn more about Identity Security, our upcoming rollout, and how you can connect with CyberArk.
[Insert event date and location]
[Link to document, ex. FAQ]
CyberArk blog
CyberArk Trustee Certification
Have Questions? Let Us Help!
If you want more information about our Identity Security program, upcoming activities, or your role, we’re here to help. Reach out to the PAM or Access team if you have questions or to discuss additional use cases.
[Insert contact Name, Email and Phone]
[Insert contact Name, Email and Phone]
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